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KEY CONCEPTS 
Problem Clarification. 

The problem is to determine the conspirators from a message flow network of 
83 workers. There is some identified information and the contents are classified 
into 15 categories. Our job is to make a priority list, set the separating line and 
detect the leader(s) in the criminal network. 
 Then we’re asked to utilize semantic network analysis to better develop the 
model and apply it to other networks for the same purpose of prioritizing and 
categorizing similar nodes. 
 
Model and Methods. 
 First we establish the dubiety model and a developed one based on the 
common psychological analysis with a modified value and the latter one agrees 
with the supervisor’s results; Second we use the revised neural BP network to 
get a set of stable results in both the current case and the new case; Third we 
introduce 3 measures related to centrality from social network analysis to 
detect the leader(s) and rank them by Topsis assessment; Finally we extract the 
contents by searching the key words and studying sentence structure pattern to 
evaluate one’s attitudes towards others and make a revision on the values of R1 
and R2 to get better results. 
 
Results. 

Using the stable BP network, we get 15 conspirators in the current case and 19 
in the new case. None of the three senior officers are involved in both cases. 
The detailed priority list and separating line are in table 3 and 4. For the 
leader(s) in the criminal work, we get Elsie in the current case and Jean and Paul 
in the new case. After the introduction of semantic network analysis, we 

practice our theory in the EZ case—Ellen, Inez, and Bob are in the priority list. 
This result is more accurate than previous ones. 
 
Strengths. 

(i)utilize all the known information—conspirators and innocent people, the 
topic weight, degrees, etc.; (ii) by averaging the 20 results we get a stable 
outcome of the BP model; (iii) the three centrality measures guarantee a full 
analysis of the judgment by eliminating the accidental errors. 
 
Weaknesses. 
  We haven’t considered too much on the direction of the network and 
approved whether our model can be applied to the large database network and 
automatically extracted. 
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Crime Busting：Using Neural Networks 

and Social Network Analysis 

Abstract 

The problem is to determine the conspirators from a message flow network of 83 workers. 

There is some identified information and the contents are classified into 15 categories. 

Our job is to make a priority list, set the separating line and detect the leader(s) in the 

criminal network. Then we’re asked to utilize semantic network analysis to better 

develop the model and apply it to other networks for the same purpose of prioritizing 

and categorizing similar nodes. 

 

First we establish the dubiety model based on the common psychological analysis and 

a developed one with a modified value to satisfy the supervisor’s results; Second we use 

the revised neural BP network to get a set of stable results in both the current case and 

the new case; Third we introduce 3 measures related to centrality from social network 

analysis to detect the leader(s) and rank them by Topsis assessment; Finally we extract 

the contents by searching the key words and studying sentence structure pattern to 

evaluate one’s attitudes towards others and make a revision on the values of R1 and R2 

to get better results. 

 

Using the stable BP network, we get 15 conspirators in the current case and 19 in the 

new case. None of the three senior officers are involved in both cases. The detailed 

priority list and separating line are in table 3 and 4. For the leader(s) in the criminal work, 

we get Elsie in the current case and Jean and Paul in the new case. 

 

The strengths of our model are as follows: 

(i)utilize all the known information—conspirators and innocent people, the topic 

weight, degrees, etc; (ii) by averaging the 20 results we get a stable outcome of the BP 

model; (iii) the three centrality measures guarantee a full analysis of the judgment by 

eliminating the accidental errors. 
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1  Introduction 

Knowledge about criminal networks has important implications for crime investigation 

and the anti-terrorism campaign[1]. The purpose of analyzing related terrorist or crime 

data is to prevent a criminal case by analyzing psychological behavior, providing hidden 

clues and forecasting terror happening. 

Social Network Analysis (SNA)[2] is the model to describe the social entities and their 

inter-relationship[3]. Their inter-relationship includes social relationship such as friends, 

relatives, and the cooperation between the groups. Jennifer Xu used the concept space 

approach, clustering technology, SNA measures and approaches and multi-dimensional 

scaling methods for automatic extraction, analysis and visualization of criminal networks 

and their structural patterns[4]. 

Studies involving evidence mapping in fraud and conspiracy cases have recently 

employed SNA measures to identify central members in criminal networks[5]. The core 

terrorist members usually grasp important information of the group and are the minority 

in crime network. Q. Liu et al. put forward an enhanced shortest path algorithm 

ESPLW(Shortest Path algorithm based on Link-Weight) based on Watts-Strogatz 

models[3] to mine core members among certain groups. 

  The greatest success in content analysis have been achieved when the research 

question could be reduced to a thematic question about the emphasis on themes (issues) 

or actors in texts. Computer content analysis affords great advantages over manual 

content analysis, making it possible to analyze large sets of documents quickly and 

efficiently and decrease the possibility of systematic bias[6].W. Atteveldtthe et al. used 

pattern matching to find source constructions and determine the semantic agent and 

patient of relations, name matching and anaphora resolution to identify political actors[7]. 

This article enlightens us on some concepts used in this paper. 

  However, most of previous work didn’t focus on the message flow from daily 

conversation to determine the potential relationship within a group. Our paper deals 

with how to detect the unknown conspirators based on the known facts by analyzing the 

content of the message flow and the structure of the network. We believe this work can 

also apply to other fields concerning the identification and categorization of similar 

nodes in a network database. 

 

1.1 Problem Statement 

  This problem deals with the detection of unknown conspirators from a large office 

complex composed of 82 workers 1 .The supervisor wants to determine who are 

conspirators and leaders involved in the crime according to the messages among them. 

All the messages are divided into 15 categories, each containing different topics. Topic 

7,11,13 are directly related to the suspicious theme—to embezzle funds and use internet 

fraud to steal funds. Some of them are indirectly connected with the criminal topic based 

on our analysis. There are 7 known conspirators and 8 known non-conspirator. 

                                                             
1 In file Names.xls, there are 83 names listed with 5 pairs of the names identical, so actually 78 people 
are in the office. Yet all the results in this paper ignore this fact unless noticed. 
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1.2 Main Goals 

Our main task is to identify, prioritize and categorize criminals from the message 

network, the main goals in this paper are: 

 A priority list that the ICM could use to investigate, play under surveillance and 

interrogate the most likely candidates; 

 A discriminate line separating conspirators from innocent people in order to distinctly 

classify the people in each group; 

 A leader list which tells who is/are most probable to get involved in the conspiracy. 

 

The rest of the paper is organized as follows: section 2 gives an elementary analysis of 

the EZ case where our model begins and develops; section 3.1-3.3 presents the artificial 

neural network(also BP network) model to solve both the current case and the new case 

(requirement2); in section 3.4 we determine the leaders in the criminal network using 

Topsis assessment; section 4 describes how semantic and text analyses of the content are 

applied and better performed in the model; section 5 furthers the model to any type of 

network database; section 6 concludes the paper and suggests future research directions. 

 

2  The EZ Case 

In 2.1 we begin with a simple analysis based on the common psychological judgment of 

people’s daily conversation and in 2.2, a developed model is proposed to better satisfy 

the supervisor’s conclusions. 

2.1 A Simple Consideration 

In the directed network presented in the problem, each person or actor is considered as 

a node; a directed link indicates the message flow between two people and the weight 

ranging from 1 to 5 on the link describes what kind of topic they are talking about. To set 

quantitative values of one’s conspiracy, we start the analysis with Dave and George, who 

are known-conspirators.  

One’s dubiety Di (i=1,2,…,8) is introduced to represent the extent of connectivity with 

the known conspirators. The value of this concept follows the rules below: 

 As for each person, if he/she has a non-suspicious(i.e. topic 1, 2, 4, 5) conversation 

with any identified conspirator, 0.5 point is added to his/her dubiety; 

 If one has a suspicious conversation(Topic 3) with any identified conspirator, 2 point 

is added to his/her dubiety; 

 One’s dubiety is the sum of total points dependent on the times of conversation 

he/she has, namely, 

                           0.5 2iD n m                                 (1) 

Where n is the total times of non-suspicious topics one is involved with and m the total 
times of suspicious topic. 

As for the reason why we set the value 0.5, 2, and later±1.5, there are some naïve 
thoughts. First, the dubiety value of suspicious topic should be 3-6 times more than that 
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of non-suspicious topics; Second, the modified value±1.5 should be between 0.5 and 2 
otherwise lots of 0s will appear. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
For example (as shown in Figure.1), Dave has talked with Ellen about topic 2 once, so 

we add 0.5 point to Ellen’s dubiety; then Ellen asks George something about topic 3 and 
George replies, which means Ellen has a conversation with him twice. Thus, Allen’s 
dubiety is

5 0.5+2+2=4.5D  . 

  From the third column of table.1, we can see that Ellen and Harry have a dubiety value 

higher than 1, which means they tend to have more connections with the known 

conspirators. However, this result doesn’t coincide with the supervisor’s analysis. So a 

developed model is used to better meet the situation. 

 

                 Table 1. Dubiety values based on known conspirators 

Node# Name Dubiety Change Modified Dubiety 

1 Bob 0.5 -1.5 -1 

2 Anne 0 - 0 

3 Carol 0.5 1.5 2 

4 Dave 10.5 1.5 12 

5 Ellen 4.5 - 4.5 

6 Fred 0.5 - 0.5 

7 Harry 2 -1.5 0.5 

8 George 10.5 - 10.5 

9 Inez 0.5 - 0.5 

10 Jaye 0 - 0 

 

2.2 A Developed Model 

The relationship between two people is closer within the group if the following 

situation happens: 

 A tells something to B and immediately B doesn’t reply but report the same topic to C. 

This scenario implies that B and C have a closer relationship, or share the same interest 

against A. Therefore, the dubiety value should be modified as: 

George 

Ellen Dave 
Topic 2 

(3) (3) 

Figure.1  

Illustration of Ellen’s dubiety value 
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 If the A B C  situation happens, 1.5 more points should be added to the dubiety of 

B and -1.5 to A. 

Due to the fact that dubiety is related to the known conspirators, at least one of A,B,C 

should be a conspirator. 

 

Analysis of the modified model 

  From the last column of table 1 we can see that Ellen has a dubiety value of 4.5 and 

Carol 2, which agrees with the supervisor’s conclusion; the known conspirator Dave and 

George have the highest value 12 and 10.5, respectively. Yet this simple solution has 

some flaws because of previous assumptions: 

(1) The reasoning of detecting the rest suspicious conspirators is based entirely on the 

known conspirators; 

(2) The role of the identified innocent people doesn’t contribute to the analysis of the 

crime busting; 

(3) Bob self-admits his involvement but gets a dubiety value of -1 and Inez’s 0.5 

contradicts with the certainty that she’s a conspirator. 

 

3  Methodology 

We introduce a modified model to identify the conspirators using BP network at the first 

two parts; In 3.3, a new scenario considering requirement 2 will be discussed; finally, 3.4 

deals with mining the core members in a criminal group. 

3.1 Two Vital Concepts 

  The useful information we get from the problem is: 

 Suspicious topics, 7 known suspicious conspirators and 8 innocent people; 
 The detailed conversation message flow(direction) between any of the 82 people. 

Before applying the BP network, we define two important conceptions. Let R1 be the 

rate of the total suspicious topics one has versus the total conversation times one has. 

1

total suspicious topics

total conversation times 
R                              (2) 

 

Let R2 be the rate of the total number of the known conspirators one has talked with 

versus the total number of people one has spoken to. 

2

number of known-conspirators

total number of people
R                           (3) 

 

  These two indices consider both the role of known conspirators and the innocent 

people, and each people in this network has two properties R1 and R2 describing 

relationships from two perspectives: R1 shows the probability of how one is related to the 

crime based on the message flow, no matter who he is; R2, which shares the same idea 

with the dubiety model, presents how close he is with the known conspirators. 
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  The denominators of R1 and R2 are the same because every time one has a 

conversation(topic), the identity of the person he speaks to is determined. There are some 

illustrations about the calculation of R1 and R2: 

(1) The direction of the conversation is not considered; if one conversation contains 
more than one suspicious topic (only a few), the nominator of R1 should be the 
total number of topics he reaches. In theory, the value of R1 could be over 1; 

(2) The total number of the known conspirators one has spoken to doesn’t need to 

consider the identity of the person himself. 

 

  In general, the known-conspirators have a higher value of both R1 and R2 whereas 

some innocent people have two 0s. The effects of these two properties will be further 

discussed in section 3.2. 

Table 2. Value of R1 and R2 in the network. 

Node # Name R1:Topic R2:Conspirator Node # Name  R1:Topic R2:Conspirator 

0 Chris 0.00  0.25  41 Donald 0.23  0.00  

1 Kristina 0.00  0.15  42 Katherine 0.20  0.00  

2 Paige 0.18  0.14  43 Paul 0.37  0.32  

3 Sherri 0.32  0.00  44 Patricia 0.12  0.12  

4 Gretchen 0.38  0.00  45 Lois 0.09  0.18  

5 Karen 0.20  0.00  46 Louis 0.22  0.11  

6 Patrick 0.17  0.08  47 Christina 0.31  0.00  

7 Elsie 0.53  0.37  48 Darlene 0.10  0.20  

8 Hazel 0.07  0.00  49 Harvey 0.36  0.36  

9 Malcolm 0.22  0.00  50 William 0.27  0.09  

10 Dolores 0.43  0.14  51 Dayi 1.00  0.00  

11 Francis 0.17  0.00  52 Vind 0.00  0.00  

12 Sandy 0.08  0.00  53 Chara 0.00  0.00  

13 Marion 0.42  0.08  54 Ulf 1.00  0.70  

14 Beth 0.08  0.15  55 Olina 0.00  0.00  

15 Julia 0.20  0.05  56 Cha 0.50  0.00  

16 Jerome 0.50  0.13  57 Sheng 1.00  0.00  

17 Neal 0.24  0.06  58 Lao 0.00  0.00  

18 Jean 0.28  0.33  59 Darol 0.00  0.00  

19 Kristine 0.21  0.07  60 Lars 0.33  0.33  

20 Crystal 0.20  0.20  61 Le 0.00  0.00  

21 Alex 0.75  0.40  62 Mai 0.00  0.00  

22 Eric 0.23  0.00  63 Quan 0.00  0.00  

23 Wesley 0.17  0.00  64 Tran 0.00  0.00  

24 Franklin 0.05  0.10  65 Jia 0.40  0.20  

25 Claire 0.00  0.11  66 Melia 0.00  0.33  

26 Marian 0.00  0.00  67 Yao 0.93  0.47  

27 Marcia 0.17  0.17  68 Ellin 0.00  0.00  

28 Dwight 0.38  0.13  69 Han 0.25  0.25  

29 Wayne 0.23  0.00  70 Hark 0.00  0.00  

30 Stephanie 0.15  0.08  71 Cory 0.00  0.00  

31 Neal 0.14  0.07  72 Andra 0.50  0.00  

32 Gretchen 0.13  0.00  73 Carina 0.00  0.00  

33 Kim 0.50  0.25  74 Gard 0.00  0.00  

34 Jerome 0.20  0.10  75 Bariol 0.50  0.00  
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35 Shelley 0.09  0.18  76 Cole 0.00  0.00  

36 Priscilla 0.22  0.22  77 Gerry 0.00  0.00  

37 Elsie 0.25  0.08  78 Este 0.25  0.00  

38 Beth 0.27  0.09  79 Phille 0.50  0.00  

39 Erica 0.13  0.00  80 Fanti 0.50  0.00  

40 Douglas 0.15  0.31  81 Seeni 1.00  0.80  

    
82 Reni 0.14  0.00  

Note: Green indicates known-innocent people, Red indicates known-conspirator and Purple indicates 
leader of the office. 

 

3.2 Using BP neural network: Requirement 1 

The neural network is an adaptive system that changes its structure based on external 

or internal information that flows through the network during the learning phase. They 

are usually used to model complex relationships between inputs and outputs or to find 

patterns in data (Figure 2). 

In this model, we have 15 learning samples 

—the inputs are ( 1 2,s sR R ) (s=1,2,…,15)—in which 

the first 7 are the properties of the known 

conspirators and the rest are the properties of 

the innocent people. The detailed values of 

these samples can be found at Table.2. The 

whole process of the neural network is to find a 

proper set of W andW to satisfy that for any 

known conspirator, the output 1 2,s sO O is close to 

(1,0) and for any innocent people, the output

1 2,s sO O is close to(0,1). 

  Using MATLAB toolbox, we get the following results (Table.3). Altogether, there are 

15 conspirators, of whom 7 are known-conspirators. The ideal result to judge someone as 

a conspirator is
1 21, 0.O O  A range defined as 

1 2RO O O                                    (4) 

is introduced to illustrate the possibility that someone is a criminal. We set up the rules 

below which are also applicative in the following section 3.3. 

 If OR>0.3, one is classified as a conspirator; 

 If OR<0, one is classified as an innocent person; 

 When OR is in the interval [0, 0.3], it’s difficult to judge him/her only based on 

message flow—the suspicious topics he/she has talked or the known conspirators 

he/she has spoken to. 

 

In table 3, the dotted-line box indicates the priority list and the separating line is drawn 

 

 

 

 

 

Wij 
Wjk 

Figure. 2  

Explanation on neural network 
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between #15 and#16. As for the leaders in the office(purple shaded), their ranges are all 

below zero which means they can be precluded from the priority list. Also, we can see 

that most people are innocent [from #57 to #83 all the output are (0,1)] and most known 

non-conspirators’ (except 65 Jia’s) outputs are in the (0,1) category. 

 

  Table 3. Outputs of neural network and conspirator ranking 

Rank Node O1 O2 O1-O2 R1+R2 Node Rank Node O1 O2 O1-O2 R1+R2 Node 

1 49 0.94  0.01  0.94
2
 1.80 81 43 42 0.17  0.83  -0.66  0.25 0 

2 54 0.94  0.01  0.94  1.70 54 44 27 0.12  0.82  -0.69  0.25 6 

3 7 0.94  0.01  0.94  1.40 67 45 32 0.15  0.85  -0.70  0.25 15 

4 60 0.94  0.01  0.94  1.15 21 46 39 0.15  0.85  -0.70  0.25 78 

5 67 0.94  0.01  0.94  1.00 51 47 82 0.14  0.86  -0.71  0.24 44 

6 21 0.94  0.01  0.94  1.00 57 48 9 0.11  0.89  -0.78  0.23 14 

7 18 0.94  0.01  0.94  0.89 7 49 12 0.10  0.90  -0.81  0.23 22 

8 43 0.94  0.01  0.94  0.75 33 50 31 0.10  0.94  -0.84  0.23 29 

9 81 0.84  0.11  0.74  0.73 49 51 30 0.08  0.97  -0.89  0.23 30 

10 37 0.74  0.26  0.47  0.68 43 52 8 0.05  0.95  -0.89  0.23 41 

11 38 0.74  0.26  0.47  0.67 60 53 22 0.02  0.98  -0.96  0.22 9 

12 50 0.74  0.26  0.47  0.63 16 54 29 0.02  0.98  -0.96  0.21 31 

13 17 0.73  0.27  0.47  0.61 18 55 41 0.02  0.98  -0.96  0.20 5 

14 40 0.70  0.30  0.40  0.60 65 56 78 0.02  0.98  -0.97  0.20 42 

15 46 0.69  0.31  0.37  0.57 10 57 0 0.00  1.00  -1.00  0.17 11 

16 69 0.42  0.58  -0.15  0.50 13 58 2 0.00  1.00  -1.00  0.17 23 

17 19 0.44  0.61  -0.18  0.50 28 59 48 0.00  1.00  -1.00  0.15 1 

18 36 0.38  0.62  -0.24  0.50 56 60 35 0.00  1.00  -1.00  0.14 24 

19 15 0.40  0.64  -0.24  0.50 69 61 45 0.00  1.00  -1.00  0.14 82 

20 3 0.35  0.60  -0.24  0.50 72 62 14 0.00  1.00  -1.00  0.13 32 

21 47 0.35  0.60  -0.25  0.50 75 63 1 0.00  1.00  -1.00  0.13 39 

22 33 0.38  0.63  -0.25  0.50 79 64 25 0.00  1.00  -1.00  0.11 25 

23 20 0.34  0.62  -0.27  0.50 80 65 44 0.00  1.00  -1.00  0.08 12 

24 34 0.38  0.67  -0.28  0.46 40 66 24 0.00  1.00  -1.00  0.07 8 

25 4 0.31  0.64  -0.33  0.44 36 67 26 0.00  1.00  -1.00  0.00 26 

26 13 0.35  0.68  -0.34  0.40 20 68 52 0.00  1.00  -1.00  0.00 52 

27 28 0.34  0.71  -0.38  0.38 4 69 53 0.00  1.00  -1.00  0.00 53 

28 51 0.31  0.69  -0.38  0.36 38 70 55 0.00  1.00  -1.00  0.00 55 

29 57 0.31  0.69  -0.38  0.36 50 71 58 0.00  1.00  -1.00  0.00 58 

30 10 0.34  0.71  -0.38  0.33 27 72 59 0.00  1.00  -1.00  0.00 59 

31 16 0.34  0.71  -0.38  0.33 37 73 61 0.00  1.00  -1.00  0.00 61 

32 56 0.28  0.67  -0.40  0.33 46 74 62 0.00  1.00  -1.00  0.00 62 

33 72 0.28  0.67  -0.40  0.33 66 75 63 0.00  1.00  -1.00  0.00 63 

34 75 0.28  0.67  -0.40  0.32 2 76 64 0.00  1.00  -1.00  0.00 64 

35 79 0.28  0.67  -0.40  0.32 3 77 68 0.00  1.00  -1.00  0.00 68 

36 80 0.28  0.67  -0.40  0.31 47 78 70 0.00  1.00  -1.00  0.00 70 

37 66 0.30  0.70  -0.40  0.30 34 79 71 0.00  1.00  -1.00  0.00 71 

38 6 0.27  0.78  -0.51  0.30 48 80 73 0.00  1.00  -1.00  0.00 73 

39 65 0.24  0.76  -0.53  0.29 17 81 74 0.00  1.00  -1.00  0.00 74 

40 11 0.18  0.82  -0.64  0.29 19 82 76 0.00  1.00  -1.00  0.00 76 

                                                             
2 NOTE: The actual result is O1-O2=0.943749 -0.00625, so the difference between them is very small. 
That’s why 0.94 subtracted by 0.01 is still 0.94. 
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41 23 0.18  0.82  -0.64  0.27 35 83 77 0.00  1.00  -1.00  0.00 77 

42 5 0.17  0.83  -0.66  0.27 45 
       

 

There are two important illustrations about why we use BP network and the stable 

results of this methodology. 

The reason why we use neural network 

At first, we thought the sum of R1 and R2 could predict the criminals, as the higher the 

sum gets, the more suspicious one gets. This assumption can be explained from #67 to 

#82 (break line) where the ranks of the two methods are exactly the same. Thus, in the 

aspect of determining some obvious innocent people, they both work. 

When we look at the last column on the left, #37(Elsie) ranks #31 indicating that there 

exist at least 33 potential criminals; moreover, there’s not a clearly defined separating line 

between the conspirators and innocent people. Thus, only R1 or R2, or the sum of them 

couldn’t make a clear judgment of the crime busting. 

The neural network has an advantage of taking in the samples, setting up the proper 

transitive values by self-learning, and finally bringing out the standardized values to 

classify different groups. It can make use of all the related properties of nodes whose 

relationship are hard to determine by traditional methods( such as differential equations, 

regressing models, etc). 

 

Getting the stable results of neural network 

  An obvious shortcoming of the BP network is the instability of the results at every 

computer running. The priority list changes every time we run the program. The more 

samples we have, the more accurate and stable the result will be. To overcome the fact 

that 17 samples are available, we average the 20-times running results. Thus each (O1, O2) 

has a stable value after the modification. 

 

 

 

      

 

 

 

 

 

 

 

 

3.3 A New Scenario: Requirement 2 

  We can simply revise some values of the model in 3.2 when topic 1 becomes the 

suspicious message and Chris is one of the conspirators. In table.43 we give the priority  

                                                             
3 For a brief description of a paper, we only give a part of the table results. 

Figure. 3 
Two different running results before the averaging process. 

The conspirators have a bigger face. 
(this picture is drawn by the toolbox.) 
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list and the separating line. 

We set the separating line between #19 and #20 and from the table, all of the three 

senior officers are not involved in the crime. 

 

3.4 Determining the leader(s) in the criminal group 

  After the detection of the conspirators in 3.2 and 3.3, we set up the criminal network—

message flows that only link between criminals to determine the leader(s). 

  SNA provides a set of measures and approaches to identify central individuals 

through discovering the structure patterns and properties in a criminal network[3]. Here 

we utilize the concept centrality in SNA including degree, betweenness and closeness.  

 Ki —The degree is its number of direct links; 

 Bi —The betweenness of a particular node is the number of the shortest path(s) 

between any two nodes passing through it; 

 Ci —The closeness of a particular node is the sum of all the geodesics between every 
other node in the network. 

 

11 6 0.86 0.19 0.67 

12 37 0.86 0.19 0.67 

13 46 0.86 0.19 0.67 

14 17 0.86 0.19 0.66 

15 19 0.83 0.22 0.61 

16 15 0.76 0.29 0.48 

17 38 0.72 0.31 0.41 

18 50 0.72 0.31 0.41 

19 3 0.68 0.37 0.32 

20 36 0.67 0.38 0.29 

21 60 0.64 0.36 0.28 

22 81 0.63 0.37 0.27 

23 9 0.61 0.39 0.23 

Rank Node. # O1 O2 Range 

1 54 0.98 0.02 0.96 

2 21 0.98 0.02 0.96 

3 67 0.98 0.02 0.95 

4 7 0.97 0.03 0.93 

5 49 0.97 0.03 0.93 

6 18 0.96 0.04 0.93 

7 66 0.96 0.04 0.93 

8 43 0.96 0.04 0.93 

9 0 0.92 0.13 0.79 

10 69 0.89 0.16 0.72 

Table 4. Results of the new scenario (Priority list and separating line) 
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Figure 4. the criminal network 

 

  From an individual’s having a high degree measurement, it may be inferred that one is 

more likely to be the core member of the group. However, this hypothesis may not hold 

true in some situation. The leader may hide behind other offenders and keep frequency 

of activities low by ordering other people to finish tasks. Thus a thorough consideration 

of this problem should conclude all the three properties, Ki, Bi, Ci. 

We use the Topsis(technique for order preference by similarity to ideal solution) 

assessment to judge whether one is a leader in the criminal group. The computation of 

these three values involves shortest paths using Dijkstra’s algorithm. 

                       Table 5. Results of Topsis Assessment4 

   a. the current case, 1 potential leader 

Rank Node # Degree Betweenness Closeness Result G 

1 7 5 24 25 0.96 

2 18 5 21.5 25 0.93 

3 67 6 16.75 24 0.86 

4 54 5 13.75 25 0.85 

5 17 2 13.5 31 0.79 

b. the new case, 2 potential leaders 

Rank Node # Degree Betweenness Closeness Result G 

1 18 8 38.80 29 0.99  

2 43 8 35.83 28 0.96  

3 7 7 27.19g 31 0.83  

4 21 6 18.90 31 0.72  

5 54 6 18.90 31 0.72  

   

The coefficient G is in the interval [0,1]. The higher one’s G gets, the more likely one is 

the leader. From table.5 we can see that in the current case, Elsie is likely to be the leader; 

in the new case, we think Jean (#18, known) and Paul (#43, known) are most likely to be 

the leaders based on the fact that they get high values over 0.95. 

 

                                                             
4 The computation of these three values is done by the software NetDraw and the result G is calculated 
via Excel. 

a. the current case (requirement 1, 15 nodes) 
  #43 has no link with others. 

b. the new case (requirement 2, 19 nodes) 
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4  The Developed Model: Requirement 3 

Semantic Network Analysis is a technique in which the content of a message (such as a 

newspaper article) is extracted from text and represented as a network of semantic 

relations between actors and issues, which can be queried to look for specific patterns 

and answer various research questions. This technique yields data that are easier to 

compare, combine, and share than traditional content analysis techniques. [9] 

In a social network, there are many factors that can affect the strength of the 

relationship between two people—the frequency of interaction, the actors’ identity, the 

theme topic, the direction of the message flow, etc. In section 3, the two concepts are 

employed to indicate how close a relationship one gets with the known-conspirators. 

However, as we reanalyze the initial investigation case, the result is not so satisfying 

with the supervisor’s analysis for the fact that a high frequency of conversation doesn’t 

mean a strong relationship in a company. Some work and daily topics are inevitable 

among colleagues, such as discussions of the company finances, future plans, budgets, 

etc. 

In order to quantitatively measure the strength of the relationship in a more reasonable 

way, we add the Attitude Aij (i,j are nodes or actors in the network) to further utilize the 

content of the message. 

 If Aij is above zero, it means someone’s(i) attitude is positive to another(j); 

 If Aij is below zero, it means someone’s(i) attitude is negative to another(j); 

 If Aij is zero, it means someone’s(i) attitude is neither negative nor positive to 

another(j), i.e., neutral. 

  We apply this theory to the investigation case following the steps below: 

Step 1: analyze the syntactic structure of the sentence, pick up the subject and object(s); 
Step 2: extract the verbs and match the samples in the database; 
Step 3: give a value Aij. 

In the initial investigation case, based on the given contents of the message, we can 
easily find the following negative comments: 

 

Step 4: modify the value of R1 and R2 based on the Aij. 

If A C A B0, 0A A   , we can draw the conclusion that the relationship between A and B 

are close whereas C seems not to get along with them. Thus we can regard the message C 

sends or receives from A or B as interferential information, which needn’t counting in 

both nominators and denominators of R1 and R2.  

                 

 

Bob to Carol: That darn Anne always watches me. I wasn't late. 

George to Dave: This is important. Darn Fred. How about Ellen? 

Dave to George: Darn Harry thinks you are stressed. Don't get him worried or he will 

be nosing around. 

app:ds:scientific%20knowledge
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                  Table.6 the modified values based on text analysis 

 

 

 

 

 

 

 

 

From the table we can find the result has changed and is closer to the supervisor's 

analysis. Harry and Fred drop out of the suspicious list. The outcome indicates that the 

text analysis would be quite helpful in measuring the strength of the relationship. 

 

In the analysis of the current case, though the direct transcripts of all the message 

traffic is not available, text analysis of the topics still provide some useful information. Of 

all the topics, 7,11,13 are considered as the suspicious topics and the rest are categorized 

as normal topics. We find that some normal topics actually have some connection with 

the suspicious ones. Take the topic 4 as an example: 

 Topic 4 

 

From the text we can see that three people are involved, of whom two are known- 

conspirators, and Paige is a known non-conspirator who is closely related to the 

conspirators’ plan. 

In order to categorize the topics more precisely, we reclassify the topics as follows: 

suspicious topic, sensitive topic and normal topic. To modify R2, we give suspicious topic 

the weight of 1, the sensitive topic 0.5 and normal topic 0. 

 

5  Further Discussions: Requirement 4 

In the BP network model, the identification judgment is based on the structure of the 

given network and certain properties of the nodes. Through neural network, we are able 

to find the criminal network by setting up the concept R1 and R2. The neural network has 

an advantage of taking in the samples, setting up the proper transitive values by 

self-learning, and finally bringing out the standardized values to classify different groups. 

As a result, given certain properties of the nodes and some learning samples, we could 

identify, prioritize, and categorize similar nodes in a network database of any type. Take 

the biological network for example, every node has many chemical data indicating the 

infection probability, then we extract the chemical data of the identified infected nodes as 

a learning sample, and finally we use BP network to identify and categorize similar 

nodes. 

Node# Name R1 R1(m) R2 R2(m) Sum Sum(m) 

1 Bob 0.25 0.25 0 0 0.25 0.25 

2 Anne 0 0 0 0 0 0 

3 Carol 0.2 0.2 0 0 0.2 0.2 

4 Dave 6/11 6/11 7/11 7/11 13/11 13/11 

5 Ellen 0.4 0.4 0.4 0.4 0.8 0.8 

6 Fred 0.5 0 0 0 0.5 0 

7 Harry 0.5 0 0 0 0.5 0 

8 George 7/11 7/11 6/11 6/11 13/11 13/11 

9 Inez 1/3 1/3 0 0 1/3 1/3 

10 Jaye 0 0 0 0 0 0 

Reflections on last week's office party and its after-effects. Particular interest was 

expressed about Alex and Elsie getting into a big argument with Paige. 
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6  Conclusion and Future Work 

In this paper, first we propose a dubiety model to analyze the EZ case based on the 

common psychological idea, yet Henry’s involvement doesn’t satisfy the supervisor’s 

results; then a developed model is introduced to make changes based on the message 

flow. 

  Because the dubiety model doesn’t take the role of innocent people into consideration 

and just focuses on the relationship with the known conspirators, we introduce the BP 

network to get better results. The averaging process of the outputs make the results 

stable. We have 15 conspirators on the list and 19 in later new case. Our results don’t 

show any of the three senior managers is involved in the crime. 

  As for the leaders in the criminal network, we use degree, betweenness and closeness 

to describe the connection within the group. The Topsis assessment model is introduced 

to judge mathematically who is the leader. One leader(Elsie) is found in the current case 

and two leaders(Jean and Paul) appears in the new case. 

  The semantic network analysis is applied to analyze the relationships between nodes 

on the content level and our model can be used to other fields based on the BP network 

given certain properties of any kind of network. 

  The strengths of this model are as follows: 

(1) make full use of both the known conspirator and innocent people message flow; 

(2) the revised BP network has a stable outcome and sets up a connection between R1 

and R2; 

(3) the three centrality measures guarantee a full analysis of the judgment by 

eliminating the accidental errors; 

(4) put forward a “key word to find one’s attitude” method to revise R1 and R2 based 

on the given contents. 

   

Yet this paper does contain some weaknesses. In section 4, we only practice our idea in 

the EZ case and whether this attitude method can be applied to the large network and 

automatically extracted is still a question. 

Future work should focus on the study of the directed properties of the network and 

how to deal with the detection problem based on hundreds of source data. 
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